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Term

Definition

CareFlow Connect

System C’s clinical communication
platform available on desktop, iPad
and mobile phones

CareFlow Vitals

System C’s e-Observation system

CFC CareFlow Connect

CwP Clinical Web Portal

IG Information Governance

I0S iPhone Operating System

IT Information Technology

MDT Multidisciplinary Team

NEWS2 National Early Warning Score

NHS National Health Service

PAS Patient Administration System

PIN Personal Identification Number

QRG Quick Reference Guide

RWT Royal Wolverhampton Trust

SBAR Situation, Background, Assessment,
Recommendation

SBART Situation, Background, Assessment,
Recommendation, Transfer

SOP Standard Operating Procedure

URL Uniform Resource Locator

WOW Workstation On Wheels
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1.0 Procedure Statement

This document explains the operational procedures to follow when using CareFlow Connect to
ensure safe clinical communication, collaboration, and care co-ordination. This procedure
must be read in conjunction with the listed references.

The aim of the CareFlow Connect system is to support compliance with the national
requirement to replace non-urgent bleeps and implement a more effective clinical
communication system.

The Royal Wolverhampton NHS Trust will use CareFlow Connect to undertake electronic
handovers and provide improved patient updates. These details will be available to all
clinicians involved in the care of a patient. The system provides greater visibility of when a
message has been sent, delivered, and read by individuals or groups, and provides the
receiver with the option to post comments providing an immediate clinical response.

The outcomes of this document are therefore:
e To define the procedures relevant to the use of CareFlow Connect;
e To improve the clinical communication and collaboration related to inpatients;
e To provide a secure and approved means of communication removing the need for
alternative applications.

IMPORTANT:

CareFlow Connect does NOT replace clinical notes — you must continue to record all
necessary information within the medical notes (Skinny File).

CareFlow Connect must not be used in emergency situations where the patient requires
immediate or urgent treatment and, or action.

In adhering to this SOP, all applicable aspects of the Conflicts of Interest Policy must be
considered and addressed. In the case of any inconsistency, the Conflict-of-Interest Policy
is to be considered the primary and overriding Policy.

2.0 Accountabilities

2.1 Senior Accountabilities
The Chief Medical Officer is the director responsible for CareFlow Connect and approves the
system for use across the Trust.

2.2 Departmental Manager / Matrons / Ward Manager / Clinical Director

o All existing and new staff are registered within the system as users and receive
appropriate training.

e That all staff will access the system to provide and receive relevant updates.

e That all new starters have received appropriate training and know which CareFlow
Connect team(s) they need to join.

e They will follow the Trust’s Leavers process to remove staff as users of the system, or
where concerns are raised regarding a staff member’s access, they will consider
immediately notifying the IT Helpdesk to remove that individual from the network.
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¢ |dentify Team Administrators/Superusers to assist team members and configure team
settings.

2.3 All Users

All Users must ensure that they have received CareFlow Connect training prior to use of the
system. It is the user’s responsibility to ensure that any information entered into the application
must be professional, timely, relevant, appropriate and accurate.

It is the responsibility of all users to ensure that they abide by the Trust’s policies for using
electronic systems. This includes never disclosing your username or password or PIN to other
users and always ensuring confidentiality of patient information. For additional information

see:
e OPO7 Health Records Policy
e OP12 Information Security Policy
e OP13 Information Governance Policy
e OP91 Data Quality Policy
e OP98 Confidentiality Code of Conduct
e Personal Devices Procedure
e CareFlow Connect Business Continuity Plan.

2.4 Team Administrators/Superusers

Team Administrators and Superusers will promote the use of the system. They will offer
advice and guidance on how to use the system as well as helping users with initial problem
resolution e.g., log in issues.

The Team Administrator or Superuser will ensure that the team’s system configuration meets
the needs of that team e.g., that patient lists are correctly configured, and that team alerts are
relevant if required.

If the team accepts tasks and/or referrals within the system, it is the Team Administrators
responsibility to update the team settings to reflect this.

If there is a change of Team Administrator, the individual will confirm with their line manager
who they will pass their role onto and assign the additional Team Administrator privileges to
that user.

2.5 IT Helpdesk
The IT Helpdesk will provide the Network Administration.

The Network Administrator will invite new users onto the network/system and make system
wide configurations.

The IT Helpdesk will respond to CareFlow Connect calls raised with them in order to resolve
themselves or escalate to System C.

The IT Helpdesk can be contacted during normal office hours 08:00-18:00 (excluding Bank
Holidays) as follows:
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ICT Systems & Applications Services

Internal / Extension: 88888 option 1 option 1;
External / Direct Dial: 01902 442525 option 1 option 1
Email: rwh-tr.softwareservices@nhs.net.

3.0 Procedure Details

3.1 Using CareFlow Connect

CareFlow Connect replaces the paper handover sheets and extends visibility of the handover
to all clinicians involved in the patient’s care. Handovers are in SBAR (Situation, Background,
Assessment, Recommendation) format and offer clinicians the opportunity to add a brief
summary and update in each section. The system provides three different handover profiles
for each patient: Doctor, Nurse, AHP, and Pharmacy profiles. The handovers for all profiles
are shown side by side.

Clinicians involved in the care of a particular patient can ‘post updates’ against the patient’s
record. These updates allow for further contributions to be added against the update in the
form of comments.

Clinicians will also benefit from sending other clinicians direct instant messages.

These features enhance the conversation and collaboration around the patient and provide
the ability for a clinician to make a quick check against the SBAR handover and updates even
if they don’t have immediate access to the skinny file. The details entered against a patient
must be timely and accurate, with all clinicians involved in the care of the patient contributing
to the summary view held within CareFlow Connect.

It is important to note the use of CareFlow Connect alongside other systems as detailed
below.

3.1.1 Skinny File

The patient’s paper health record (skinny file) remains the complete view of the inpatient’s
stay and any information which would have been recorded in the skinny file prior to CareFlow
Connect must continue to be recorded in there.

CareFlow Connect contains the patient’s SBAR replacing any paper handover notes that
clinicians would have otherwise carried on their person and annotated. It also provides the
means to capture other communications which would otherwise have been made via emails,
phone calls, or Instant Messaging and which can now be added to the SBAR and updated in
patient context.

3.1.2 PAS data passed to CareFlow Connect

When a patient is registered in CareFlow PAS their demographics will automatically be sent to
CareFlow Connect. Patients may take up to 10 minutes to appear after admission. When the
patient is admitted or transferred to a ward or consultant’s care, the patient will appear on that
ward’s patient list or team’s patient list. If the patient doesn’t appear on the list, follow the
‘missing patient’ section in this document.
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3.1.3 Vitals data passed to CareFlow Connect
CareFlow Connect will receive data from Vitals and present this within the system, this
includes:
e Patient Demographics
NEWS2/PEWS Scores
Alert Subscriptions (NEWS2/PEWS, Sepsis, Nutrition, VTE)
Height and Weight
Bed and, or Bay

These details cannot be changed within CareFlow Connect. If a patient is moving bed or bay,
it must be updated in CareFlow PAS or CareFlow Vitals in order for CareFlow Connect to
present the correct data.

Patients identified as ‘off ward’ will remain visible within CareFlow Connect on the relevant
ward and team. Handovers can then continue to be updated.

3.1.4 Launching CareFlow Connect via Clinical Web Portal

A CareFlow Connect button is displayed in the Apps section of Clinical Web Portal. This
enables users to launch CareFlow Connect in patient context (directly into the patient’s
record).

It is important to note that CareFlow Connect does not feed information back into Clinical Web
Portal.

3.1.5 Use of CareFlow Connect alongside other Clinical Systems

The use of other clinical IT systems will continue as usual and independent of CareFlow
Connect.

3.2 Communication to Patients
The CareFlow Connect poster must be displayed on wards using the system.

Sensitivity towards patients must be shown with any concerns regarding the recording of
information on mobile devices addressed. It is advised that the first time a patient has any
Connect updates made in front of them (e.g.” during a ward round), the clinician explains to
the patient what they are recording on the device or their phone. It is important to emphasise
that we are in the process of making the Trust more digital to improve patient experience, e.g.,
reducing the likelihood of repeatedly asking the same questions.

3.3 New starters or users

New starters will be asked to complete CareFlow Connect training prior to starting at the Trust
or on local induction. This request will be made to all new starters who will be performing a
clinical role in a substantive post, or as a locum or on a bank shift, or as a clinical student
requiring access to handover notes and patient updates.

Students must view/edit Connect under the guidance of their supervisor, and therefore must
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only access CareFlow Connect on a Trust device.

Staff who have moved to a new role which requires access to CareFlow Connect will be
treated as new starters and must complete training as part of their induction.

Users who have successfully completed training will be invited to join the network. Training
certificates should be retained to demonstrate successful completion.

Users will only be invited using an @nhs.net email address.
Invites to the network will only be processed by the IT Helpdesk during normal office hours.

For any queries regarding access to the system contact the IT Helpdesk.

3.4 Accessing the system and showing as ‘On Duty’

3.4.1 Logging in
When users have received an email invite to join the network they must register and set a
password for access.

A link to login to CareFlow Connect can be found on the Intranet homepage under ‘Critical /
Key Systems’; alternatively the CareFlow Connect button can be used from within Clinical
Web Portal Apps section. |IPads and Trust pool mobiles have a CareFlow Connect icon on the
screen.

Users can reference the Personal Device Procedure - Attachment 1 to access CareFlow
Connect on their personal mobile phones.

3.4.2 User settings on first login

On first login Users must immediately review their personal settings. This includes:
¢ Inputting their job details into the ‘My Profile’ section and
e setting their ‘Email preferences’, i.e. switch off email notifications.
e Users are advised to check their mobile push notifications to ensure they are receiving
all updates (See Personal Device Procedure - Attachment 1)

3.4.3 Starting a shift or going on duty

When users access the system they will need to:
e Show themselves as ‘on duty’, and
e Ensure that they are a member of the correct team (or teams) for that duty. Their
supervisor or superuser will advise them on appropriate teams to join for their role.

3.4.4 During a shift

It is a staff member’s responsibility to login to CareFlow Connect throughout the shift and
provide appropriate updates. This SOP does not dictate how many times per shift a staff
member should check CareFlow Connect.

Users must ensure that they logout when not using the system.
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The system will time the user out and lock their session if they have been inactive for 10
minutes on the Web App or 5 minutes on the Mobile App. If the user repeatedly enters the
wrong login credentials their account will become locked for a period of 1 minute (the system
provides a means for users to re-enter or reset their password or PIN at the appropriate login
screen. See also ‘Forgotten passwords and password locking’).

3.4.5 At the end of a shift

At the end of a shift it is the user’s responsibility to:
e Set their status to “off duty”, and
e Ensure that they are logged out of the system.

3.5 Clinical workflows

3.5.1 Urgent scenarios

The CareFlow Connect software MUST NOT be used where immediate access to relevant
clinical teams is required such as in emergency and urgent scenarios where waiting for a
response will cause further deterioration in a patient’s condition. Clinical teams must use
appropriate channels of communication to directly contact relevant teams in such instances.
This would include using a bleep, switchboard or a direct phone call.

3.5.2 New admissions

Following a new admission to an inpatient area, users for each handover profile must decide if
they wish to start a new handover or pull through and retain the handover from a previous
episode. The decision will be based on the details contained in the previous episode’s
handover if one exists. This information can be seen by viewing the previous handover on the
patient’s summary (then editing and saving to pull through).

This decision is likely to take place at clerking for the Doctors, during initial nurse assessment,
and also at initial assessment regarding AHP or Pharmacy involvement.

No information will be available against a profile until a new handover has been started or a
previous handover has been pulled through.

The patient summary page must be checked for any tasks or referrals that may have been left
on the patients record from a previous admission. These must be removed if no longer
required.

3.5.3 Handover process

The handover process will now reference CareFlow Connect, and verbal handover will follow
the SBAR format.

Tasks and referral conversations MUST be reviewed during Handover, Multidisciplinary Team
(MDT) meetings, Huddle sessions, and periodically throughout a shift.

Where there are outstanding tasks and referrals at the end of a shift, these must be handed
over to the oncoming shift and where necessary reassigned.
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In order to protect patient confidentiality CareFlow Connect handovers MUST NOT be printed
unless there is limited or no access to the system (e.g. activation of BCP or where no access
to the system is available). If it is necessary to print patient handovers for BCP purposes the
‘Print IG Friendly Handover function MUST be used.

3.5.4 Additions to the SBAR handover

Where a user identifies a change to the Situation, Background, Assessment, or
Recommendation for a particular patient the handover must be updated in a timely manner to
include relevant information.

Staff can add information into other staff profiles where it is directly related to handover for the
other profile.

Staff members are to use their clinical judgement on what information should be added or
removed from the handover for a patient.

3.5.5 Posting patient updates and comments

Where clinicians can provide progress updates, particularly related to the assessment or
recommendation noted within the SBAR, they can be added to the patient summary using the
‘post update’ functionality. Posting updates can be seen as an immediate newsflash regarding
that patient because the updates are distributed by push notifications to mobile devices.

Comments can be added against particular updates in order to provide additional information
regarding the request or even to ask for a clinician to expedite a particular request.

If an update relates to a particular patient, then the user must select ‘add a patient’ and
choose the relevant patient. This information will then be viewable on the patient's summary
page within CareFlow Connect by all clinicians involved in that patient’s care.

3.5.6 Patient ward transfers

Prior to patient transfer to another ward, users must ensure that all information within
CareFlow Connect is up to date and correct. The SBART transfer form is still required and
must be completed prior to transfer in accordance with the Transfer of Patients Between
Wards, Departments, Specialist Units and Other Hospitals policy (CP05).

3.5.7 Managing a patient list

Ward and team lists are managed by CareFlow PAS, so if a patient is admitted to a ward they
automatically appear on that ward or if they are assigned to a particular consultant they
appear on the doctor’s team list. These are known as smart lists. It is important that the
Team Administrator ensures patient lists are accurate for each team, as these lists inform
team updates and may also affect which patient alerts are sent through to the team.

There are circumstances where patients aren’t added to the smart lists and need to be added
manually so that they remain known to the team and continue to appear on the team’s patient
list. In these scenarios staff will pin a patient to their patient list within Connect. Situations
where this may occur are as follows.
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e Oultliers for a specialty where the principal consultant is from another specialty will
require pinning to the patient list.

e For the ward to keep a particular patient on their ward list, e.g,. they may be returning
as a ward attender the next day.

¢ Where the patient needs to remain on a team list for the purposes of tasks and
referrals, e.g., Clinical Nurse Specialists.

Patients who are manually pinned to a list will need to be manually unpinned from the list. It is
the responsibility of the team to unpin patients.

3.5.8 Patient alerts (alert subscriptions)

Alert subscriptions allow you to be notified about specific alerts from CareFlow Vitals and can
be setup as a team alert or a personal alert.

Team Alert Subscriptions can only be setup by a team admin and must only be created when
the alert(s) are relevant to the whole team. Users will receive team alerts if they have joined
that team and have push notifications enabled (see Personal Device Procedure - Attachment
1). Users will also be able to see alerts via the web app when they log in under Alert
Subscriptions.

If clinicians require additional alerts relevant to their patients and an individual role, they can
enable personal alerts within the Alert Subscriptions section. This means the alert will be
setup for them only.

3.5.9 Patient Discharge

Prior to discharge, users must ensure that all information, which is no longer relevant, is
cleared down, this would include removing tags, tasks and referrals which no longer apply.

An update post can be sent when the patient has been discharged stating: ‘This patient has
now been discharged; please review if you have manually pinned them to your list’.

The SBAR and patient record remains visible even after discharge via means of a patient
search within the system. It is therefore important that the handover is accurate and includes
details identifying that the patient is medically fit for discharge and further identifies any follow-
on actions (e.g., that the patient is expected as a ward attender). Any information added here
will be useful between the time that the skinny file has been returned to scanning and then
appears on Clinical Web Portal.

3.5.10 Messaging

Users may find it useful to contact other users or clinicians via the Message functionality.
Users must only message where the details of the message are not in patient context
(specifically identify a patient). If a patient is going to be identified, the ‘post update’ function
must be used instead.

The format and content must be appropriate for clinical communication (in accordance with
the Trust’s IG policy).
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If accessing messaging via the web app (internet browser), users must refresh the page in
order to see the most up to date message response.

Users who are currently logged into the network will have a green dot next to their name.
Users who have been logged in within the last 8 hours will have an orange dot next to their
name.

3.5.11 Tasks

Tasks allow users to make clinical requests to either their own team or other teams (providing
the team has tasks switched on). If required, tasks can be assigned to an individual within the
team, however it must be verified that the assignee is currently on duty/available before
making the assignment.

Raising Tasks
When raising a task, additional comments must be added to provide specific detail of the task
required e.g. if bloods are required the type of blood test and reasons must be entered.

Task Priority

Priority rating of tasks must be adjusted according to clinical requirement, and clinical
judgement must be used if changes are required.

For general guidance, ‘high priority’ tasks are expected to be completed within 2 to 4 hours of
raising the task, ‘medium priority’ tasks within 4 to 8 hours, and ‘low priority’ tasks within 8 to
12+ hours.

The priority of tasks can be changed as clinically required. This must be based on clinical
judgement and extensive review of the patient’s condition and health record.

Start and Due Date/Time for Tasks
Stating a start and due date/time is optional on the system, but where necessary a due date
and time will be added to support prioritisation of tasks.

Monitoring tasks

Task progress whether raised or received must be monitored regularly for updates or
changes. Comments will be added to request/provide further updates. Users must not rely on
push notifications to monitor tasks. Logging into the system and actively monitoring tasks is
required.

There will be clarity within the team as to who is responsible for ensuring key tasks are
completed and how this is coordinated during the duty shift (e.g. Nurse In charge).

When a task has not been responded to by the receiving team/individual, a comment will be
added against the task, requesting an update. If no response is received, escalate the matter
to shift leads.

Removing Tasks
If a task is being removed by any user, further comments must be added providing details of
why that task is no longer required e.g., patient discharged, error incorrect patient details.

3.5.12 Referral Conversations

Referral Conversations are an initial request for clinical input, advice or expertise from a
different specialist team or healthcare team. Referral conversations are made when a patient's
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condition necessitates collaboration with or transfer to another healthcare team for specialised
care or assessment.

Referral conversations are patient centric and will be visible to all users within the patients
CareFlow Connect patient summary page.

Referral teams must incorporate their operational working hours into their team name
description to inform other teams of when they can expect referral reviews to occur (this can
be amended by team administrators in the team settings).

Whether accepted or declined, comments must be added regarding the outcome, whether this
is advice or clinical intervention. When a referral conversation is accepted, the patient is
automatically added to the team patient list forming their referral list. Once input from the team
is no longer required or the patient is discharged, the patient must be manually removed
(unpinned) from the team patient list.

If a referral is not responded to within a clinically appropriate timeframe, it must be escalated
to the line manager or shift leads.

Speciality Transfer
If a speciality transfer is required as a result of the referral conversation this MUST be
documented in the patients medical notes and completed on PAS.

3.6 Team/Organisational Messages

3.6.1 Team updates

Connect allows team updates to be sent which are not in patient context (i.e., do not have a
patient named against the update), but are for internal team communications. It is advised
that team updates are used for the purposes of organising a team, e.g., identifying who is
covering which location, identifying any absence, providing stock updates, distributing the
latest guidance, and raising internal team queries. Team management and team
administrators or superusers will monitor appropriate use.

Team updates must not discuss a particular patient; if a patient is going to be identified, the
‘post update’ functionality must be used instead with the patient selected.

3.6.2 Photos

The photo functionality in CareFlow Connect must not be used, please follow usual processes
for clinical photography via Clinical lllustrations.

3.6.2 Organisational updates

Organisational updates are visible to all users on the network and must be used judiciously.
Therefore, they are restricted by this SOP to special situations, e.g., business continuity
communications or matters concerning the CareFlow Connect network itself. Such messages
will be posted by the Trust Communications Team, and IT.

3.7 Correcting data entry errors
Errors must be corrected in a timely manner to ensure correct information is displayed in the
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record and to maintain patient safety. If you identify an error, you must act to correct it. Errors
may include the following scenarios.

3.7.1 Inaccurate information added to a patient

Where factually incorrect or inaccurate information has been added to the patient it should first
be discussed with the originator to confirm that it is inaccurate. Every effort must be made to
do this in a timely manner.

In the case of inaccurate updates or associated comments, referrals, files, and alert
notifications, the originator will then use the strikethrough function over the inaccuracies to
clearly strike through the incorrect details and add an appropriate reason for the strike
through.

For incorrect information added to a handover, the information must be deleted by the
originator with an appropriate comment confirming the inaccuracy added to the same
handover profile.

In the case of tags and tasks, these can be ‘removed’ with an appropriate reason for removal.

3.7.2 Information filed against the wrong patient

Where information has been mis-filed, it must be removed from the wrong patient and then
added to the correct patient’s record. Every effort must be made to do this in a timely manner.

The processes to remove the information from the incorrect patient are given below.

Remove updates or associated comments, referrals, files, and alert notifications by using the
strikethrough function to clearly strike through those details and add an appropriate reason for
the strike through. The originator or network administrator must do this.

To remove information added to a handover, the information must be deleted with an
appropriate comment confirming the reason for removal.

In the case of tags and tasks, these can be ‘removed’ with an appropriate reason for removal.

After these steps, you can update the correct record with the right information.

3.7.3 Unmerge scenario

Records which have been incorrectly merged and where data has been added post-merge
and prior to the identification of the issue may contain a significant number of misfiles against
the wrong patient. An “unmerge” will require coordination with the IT Helpdesk and Supplier to
resolve. In this situation, please contact the IT Helpdesk for advice.

3.8 System Management and Housekeeping

3.8.1 Push notifications

For information on settings relating to push notifications, please refer to the Personal Device
Procedure SOP - Attachment 1.
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3.8.2 Forgotten passwords and password locking

If a user forgets their login details, they can request a recovery link via the web app or mobile
app. If a user enters their password incorrectly more than 5 times, the account will be locked.
The user can attempt to re-enter their password after 1 minutes or choose to reset their
password.

If the user has forgotten their PIN for access to the mobile app, they can choose to reset the
PIN and will be prompted to re-enter their email address and CareFlow Connect password. If
a user enters their PIN incorrectly more than 3 times, they will be prompted to re-enter their
email address and CareFlow Connect password.

3.8.3 Missing patients — what to do

If a new patient cannot be found on CareFlow Connect, please confirm with the ward clerk that
the patient has been registered and admitted to either the correct ward or is showing in PAS
as under the care of a consultant within the team.

Once a patient is registered in PAS, they will be available within CareFlow Connect but it may
take up to 10 minutes to appear after admission.

If they have been admitted correctly and still cannot be found, confirm with the Team
Administrator that the team’s patient smart list is correctly configured. If then the patient still
doesn’t appear, please then notify the IT helpdesk.

3.8.4 Managing leavers

Once a user has left the Trust, they will no longer require access to CareFlow Connect.
Monthly leavers spreadsheets will be used to identify any current users who have left the
Trust. Users who have been inactive for 60 days will be removed from the system. However,
if managers require immediate action to remove the user from the network, they can make a
Service IT request to immediately remove the individual’'s access at the point of departure.

3.8.5 Team Administration settings

The Team Administrator/Superuser role must ensure that:

e The patient list is correctly configured by either location or consultant; and

e That the team alert subscriptions are set appropriately.

e With future phases of implementation, the roles will be responsible for switching on
relevant tags for the team to use, identifying the types of task the team accept, and
switching on acceptance of referrals.

e The role of Team Administrator/Superuser is passed on to another user if they leave or
move department

Additional training will be provided to Team Administrators.

3.8.6 Faulty devices

Trust owned devices (iPad, Trust mobiles, desktops, laptops, Workstations On Wheels
(WOW'’s) etc) must be reported to IT if they are broken or faulty.

The Personal Device Procedure must be read in conjunction with this SOP for users wishing
SOP03/V2.0/ TPG Approval December 2025 Page 16 of 21



NHS

The Royal Wolverhampton
NHS Trust

to access CareFlow Connect using their own personal device.

3.8.7 Requesting new teams

To request the creation of a new team in CareFlow Connect, raise a request with Software
Services.

Ensure the reason behind the request and the potential staff user group is highlighted as part
of the request. This request will be reviewed by the Office of CCIO for a decision.

3.8.8 Subject Access Requests

Subject Access Requests will be handled by Health Records. Please email:
rwh-tr.healthrecordsaccess@nhs.net.

3.9 Business Continuity
In the event of a system failure, please refer to the CareFlow Connect Business Continuity
Plan. This plan is published on the Intranet and must be available in hardcopy on every ward.

4.0 Equipment Required

CareFlow Connect is a web-based system. Users can access the system via desktops,
WOWSs, mobile devices (such as the Getac devices), the Vitals iPad, and mobile phones. A
link is available on the Intranet under ‘Critical / Key Systems’; alternatively, the CareFlow
Connect button can be used from within the Clinical Web Portal Apps section. The following
link takes you to the system:

https://connect.careflowapp.com/#/Signin

Clinicians can opt to access CareFlow Connect on their own devices. For more information
see - Attachment 1.

The Trust also has a number of corporate mobile devices which can be loaned on a daily
basis from the following locations:

e New Cross Hospital Switchboard Office — Location B20,

e Cannock Chase Hospital Ward Hilton Main, and

e West Park Hospital Reception (between the hours of 08:00 — 17:00 Mon-Fri).

These will be available for peripatetic staff (staff who cover multiple wards). Please use iPads
or desktops located in ward areas if you are ward based.

5.0 Training
CareFlow Connect training must be completed before an invite is sent to register a
user on the CareFlow Connect system. Training will be offered as part of the New
Starters process.
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6.0 Financial Risk Assessment

1 Does the implementation of this document require any additional | No
Capital resources

2 Does the implementation of this document require additional No
revenue resources

3 Does the implementation of this document require additional No
manpower

4 Does the implementation of this document release any No

manpower costs through a change in practice

5 Are there additional staff training costs associated with No
implementing this document which cannot be delivered through
current training programs or allocated training times for staff.

Other comments

The implementation of this document has no further additional
costs than those already approved in 2021 business case (no
02420) for CareFlow Connect. The funding and benéefits related to
this business case are attributed to the implementation project
which is currently inflight.

This included £459k of capital and £380k of recurrent annual
revenue charges as well as £126k one-off revenue costs.

7.0 Equality Impact Assessment
An assessment has been undertaken; no adverse effects have been identified for
staff, patients or the public as a result of implementing this policy.

8.0 Maintenance
This SOP will be reviewed and maintained by Digital Technology Services and
Office of CCIO.

9.0 Communication and Training
This SOP will be made available online for all clinical staff who are required to access
CareFlow Connect.
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10.0 Audit Process

Criterion Lead Monitoring Frequency Evaluation

method
Insight reports CareFlow The following will be | Weekly CareFlow
will be Connect monitored: during pilot Connect
generated from | Project Team e Logins Steering
the ‘Insights’ e Handover Group
page. e Team

Updates

11.0 References

OPOQ7 Health Records Policy

OP12 IT Security Policy

OP13 Information Governance Policy

OP41 Induction and Mandatory Training Policy

OP98 Data Protection Policy

CPO5 Transfer of patients between Wards, Departments, Specialist Units and Other Hospitals
policy

CP11 Resuscitation Policy

CP17 Identification and management of Patients at risk of Under Nutrition.

CP61 Management of the Deteriorating Patient

NICE Guideline CG 50 — Recognition of and response to acute illness in adults in hospital
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CareFlow Connect SOP- Attachment 1

CareFlow Connect Personal Device Procedure

1.0 Procedure Statement (Purpose / Objectives of the Procedure)

This procedure enables staff to utilise the benefits of personally owned devices
for access to the Trust's CareFlow Connect system. CareFlow Connect is a
clinical communication platform available on iOS and Android mobile devices,

and also the web.

‘Personal devices’, typically refer to computing devices that are not supplied or
managed by the Trust. These include personal mobile devices, tablets, laptops
and desktop computers.

Reasons for procedure

e Provide access to CareFlow Connect on privately owned / personal
devices allowing individuals the benefits of using their own device.

e Safe use of personal device with respect to Trust and patient data
(ensuring confidentiality, data integrity and availability, as well as patient
safety).

Outcomes
e Staff members know how to access CareFlow Connect on their devices.

o Staff members use security features within CareFlow Connect.

e Staff members understand recommended steps to secure their personal
device.

2.0 Accountabilities
Any user of a personal device used to access or process Trust information using

the CareFlow Connect system must comply with this Procedure.

All staff must also read and understand other key policies and SOPs included in
the References.

3.0 Procedure/Guidelines Detail / Actions

You will be able to access CareFlow Connect when you have been invited to
join the network and completed the registration process. If you haven’t already
received an invite to join the network and require access you should discuss
this with your manager.

Once registered you can access CareFlow Connect through the following
routes:
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Via web browser and using the link CareFlow Connect below:
https://connect.careflowapp.com

You can access the application on a personal mobile device by
downloading it from either Google Play Store or Apple Store. The app
has the following icon associated with it and is provided by CareFlow
Connect Ltd:

® Careflow
Careflow Connect Ltd Medical
- € Everyone
ah &

To install follow the steps below on your mobile device:

And rOid Device Google Play

1.

iOS D

2 o

Open Google Play Store app

Please sign into Google Play Store (if you aren’t already)
Search for CareFlow

Select install

Allow application to download

When the app has successfully installed you will see the CareFlow icon
on your mobile and can use it to log in to CareFlow Connect

o a0k wnh -

evice M

Open App Store

Search for CareFlow

Select install

Enter your Apple password
Allow application to download

When the app has successfully installed you will see the CareFlow icon
on your mobile and can use it to log in to CareFlow Connect

Additional information on the CareFlow Connect app is provided at the point of
download.

The use of mobile devices within Acute Trust buildings is permitted, however,
some areas and equipment are sensitive to electromagnetic interference
produced by mobile phones, these areas will display signs stating phones
should not be used. These signs must be followed at all times.

3.1 Notifications
CareFlow Connect enables push notifications to the users’ mobile device as well
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as a corresponding email notification. In order to receive push notifications, the
user must ensure that push notifications are enabled on their individual mobile
device. Push notifications to a user’s phone can be altered within the “Your profile’
section on the app (the person icon in the top_‘right-he’l_nd corner).

1812 il T -

-
Your profile Done £ Your profile Settings

Use the switches to manage which teams you receive

push natifications from

Handover profiles demo network

Wolverhampton Ward 1 Team
Your teams Open teams Managed teams Lana Mitchell

Nar
O Wolverhampton Ward 2 Team

R
All updates . Royal Wolverhampton NHS Trust - Test
Royal Wolverhampton NHS Trust - Test
4
€21 (Acute Stroke Unit) SRR €21 {Acute Stroke Unit)

Push notifications Consultant Team 1

Project Team 2 LEGAL
Project Team 2
Stroke Privacy policy
FEEDBACK Stroke
Thrombaolysis Team 2
SandusynuE tesdhiack Thrombolysis Team

Wolves CFC Project Team 1 6 @ DIAGNOSTICS

olole]ofelolofo]efe

Wolves CFC Project Team
YOUR ORGANISATION Diagnostics )

Royal Wolverhampton NHS Trust - Test

2]

4
3

If a staff member’s mobile device is unavailable (e.g. due to forgotten, lost, stolen
or lack of battery), or for staff who choose not to use their own mobile device,
CareFlow Connect can also be accessed via a Trust desktop, Trust mobile device
or Trust iPad (Vitals).

3.2 Access to Wi-Fi

The Trust provides access to the RWT _Private Wi-Fi network across New
Cross, Cannock and West Park sites. This allows individuals to connect to the
app and utilize the Wi-Fi for data downloads where available on Trust
premises. A password is required to connect personal devices to this Wi-Fi
service. Please contact your manager for this password.

The Trust will not reimburse the employee for the purchase or the costs associated
with personal devices, regardless of whether or not this was incurred during Trust
business. This includes, but is not limited to roaming charges, plan charges and
overcharges, cost of applications for personal use.

3.3 Mobile App Security

As part of the CareFlow Connect download you will be required to enable a device
password or pattern, the installation process will only complete after this has been
created. This feature is used to ensure that the patient data and device safe, if
lost or stolen.

The CareFlow Connect app itself requires that passwords must be over 10
characters, contain uppercase and lowercase letters, a minimum of 1 number and
asymbol (@#$ % " & * - _etc). If a user's email and password are entered
incorrectly more than 5 times the user's account is locked for 1 minute. With every
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further unsuccessful attempt, the locked period increases. It is recommended that
passwords do not contain recognizable words or names. Passwords can be reset
on the web app from the login screen.

Staff using the CareFlow Connect app on their mobile devices will need to set a
PIN, which will be made up of 5 numbers.

Using CareFlow Connect on different platform the idle timeout differs:
e Webapp application 10mins and application will log you out.
e iOS and Android mobile app will log you out after 5 minutes of
inactivity (please note this may differ depending on your screensaver
settings which locks your app as soon as your phone locks)

In order to ensure the correct functionality of the app and in particular its security
features staff must not use a personal device which has been ‘jailbroken’ or
‘rooted’ i.e. an iOS or Android phone which has been unlocked from
manufacturer’s setup.

The CareFlow Connect app will display data within the application but it will not
save data to your device unless you save an image (only specified versions allow
you to do this).You must not take any photo using the CareFlow Connect mobile
app or take any screenshots of the data within.

3.4 Guidance on securing your mobile device

Although the CareFlow Connect app is accessible on personal devices and always
has a level of security built in, owners are responsible for the security of their own
device, and in particular to take the necessary precautions to avoid access by
other individuals, loss or theft. Owners are advised to:

e Configure a Password/PIN lock on any mobile phone that is connected to
CareFlow Connect and not remove these security features
e Do not store or save the username and password, or PIN on the device
¢ |If the device supports the following you are encouraged to use them
* encryption

* anti-virus protection

« tracking and/or wiping services, such as Apple’s ‘Find My iPhone
app’, Android’s ‘Where’s My Droid’

* Bio-metric security (e.g. thumb print reader, voice activation, facial
recognition, etc.)

e Take extra vigilance if using a personal device during journeys on public
transport to avoid the risk of theft of the device or unauthorised disclosure
of Trust information by a third party “overlooking”

¢ Don'’t leave the device unattended for any reason whilst working on it
unless the application session is “locked” (e.g. by PIN) and it is in a safe
working place. The phone must not be left in an unattended room for
example, and the user must ensure that other non-authorised users are not
given access to the device or the data it accesses

¢ Do not take screenshots of the application and data within
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e The application prevents download of any data

Following other Trust policies, you must not share these details with anyone.
Passwords / passcodes / PINs must be kept safe at all times and must never be
shared with anyone else.

Where possible always upgrade to the latest versions of the application. This
protects the accuracy of data, patient safety, as well as introducing any new
security features which may further prevent unwanted access, or data loss.

3.5 Guidance on securing Laptop and Desktop personal computers
Accessing the CareFlow Connect web app requires similar safeguards to those
identified for the mobile app. When using your own device it is recommended that
the following guidance is followed:

e Consider the physical security of your devices to prevent theft, e.g. is it
secure in your house?

e Control access to your device with either a username and password or PIN
so that only known users can access the device.

e Use up to date versions of the operating system and web browser which are
compatible with the web app in order to take advantage of the latest security
updates (CareFlow Connect is currently certified to work with Internet
Explorer 11)

e You are encouraged to use encryption and anti-virus on the device

Always log out of the application when you have finished using it to prevent

access by others

Lock the device when not in use and use screensavers for the same reason

Protect the information displayed on your monitor to ensure confidentiality

Do not use the print screen to capture data held within the application

Do not save images to your device

4.0 Equipment Required
None to note.

5.0 Training

Familiarity with this procedure is essential for all staff using the CareFlow
Connect application on a personal device. As per this overarching CareFlow
Connect procedure, users will be made aware of their responsibility via training
made available prior to receiving a registration invite.

6.0 References

CareFlow Connect Standard Operating Procedure (SOP)
OP12 IT Security Policy

OP13 Information Governance Policy

OP 97 Confidentiality Code of Conduct for Staff

SOPO03 / Version 2.0 / TPG Approval December 2025 — Attachment 1 Page 5 of 5



	SOP_03
	Glossary of Terms
	1.0 Procedure Statement
	2.0 Accountabilities
	2.1 Senior Accountabilities
	2.2 Departmental Manager / Matrons / Ward Manager / Clinical Director
	2.3 All Users
	2.4 Team Administrators/Superusers
	2.5 IT Helpdesk

	3.0 Procedure Details
	3.1 Using CareFlow Connect
	3.1.1 Skinny File
	3.1.2 PAS data passed to CareFlow Connect
	3.1.3 Vitals data passed to CareFlow Connect
	3.1.4 Launching CareFlow Connect via Clinical Web Portal
	3.1.5 Use of CareFlow Connect alongside other Clinical Systems

	3.2 Communication to Patients
	3.3 New starters or users
	3.4 Accessing the system and showing as ‘On Duty’
	3.4.1 Logging in
	3.4.2 User settings on first login
	3.4.3 Starting a shift or going on duty
	3.4.4 During a shift
	3.4.5 At the end of a shift

	3.5 Clinical workflows
	3.5.1 Urgent scenarios
	3.5.2 New admissions
	3.5.3 Handover process
	3.5.4 Additions to the SBAR handover
	3.5.5 Posting patient updates and comments
	3.5.6 Patient ward transfers
	3.5.7 Managing a patient list
	3.5.8 Patient alerts (alert subscriptions)
	3.5.9 Patient Discharge
	3.5.10 Messaging
	3.5.11 Tasks
	3.5.12 Referral Conversations

	3.6 Team/Organisational Messages
	3.6.1 Team updates
	3.6.2 Photos
	3.6.2 Organisational updates

	3.7 Correcting data entry errors
	3.7.1 Inaccurate information added to a patient
	3.7.2 Information filed against the wrong patient
	3.7.3 Unmerge scenario

	3.8 System Management and Housekeeping
	3.8.1 Push notifications
	3.8.2 Forgotten passwords and password locking
	3.8.3 Missing patients – what to do
	3.8.4 Managing leavers
	3.8.5 Team Administration settings
	3.8.6 Faulty devices
	3.8.7 Requesting new teams
	3.8.8 Subject Access Requests

	3.9 Business Continuity
	4.0 Equipment Required
	5.0 Training
	6.0 Financial Risk Assessment
	7.0 Equality Impact Assessment
	8.0 Maintenance
	9.0 Communication and Training
	10.0 Audit Process
	11.0 References
	Part A - Document Control

	SOP_03_Attachment1
	CareFlow Connect SOP- Attachment 1
	CareFlow Connect Personal Device Procedure
	1.0 Procedure Statement (Purpose / Objectives of the Procedure)
	2.0 Accountabilities
	3.0 Procedure/Guidelines Detail / Actions
	3.1 Notifications
	3.2 Access to Wi-Fi
	3.3 Mobile App Security
	3.4 Guidance on securing your mobile device
	3.5 Guidance on securing Laptop and Desktop personal computers

	4.0 Equipment Required
	5.0 Training
	6.0 References


